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BBenenue

[Iporpammuoe obecrnieuenne «Oukonornyeckas MU C» — KIIMEHT-CEpBEPHOE MPUIIOKEHHUE,
cocTosIee U3 TPEX He3aBUCUMBIX cepBUCOB. Kaxplii cepBuc BirovaeT frontend, backend u
0a3y manHbIx PostgreSQL. PekoMeHyeTcs pa3BepThiBaHuE ¢ Mcob3oBaHueM Docker
Compose.

CocTaB CUCTEMBI

CepBHuc Kommnonentsl | IlopThl ba3a 1aHHbIX
onco-service | front, back, db | 3000 (front), 5000 oncodb_shared

(back), 35432 (db)
dicom- front, back, db | 3001 (front), 5001 oncodb_shared (o6mrast ¢
markup (back), 35433 (db) oNnco-service)
research- front, service, | 4173 (front), 5005 research_registry
registry db (service), 5435 (db)

[ToaroroBka cepsepa

apt-get update
apt-get install docker-engine docker-compose-v2

mkdir -p /opt/onco-service/{krr_tor,db}
mkdir -p /opt/dicom-markup/{uploads,db}
mkdir -p /opt/research-registry/{postgresql/data,logs,files}

Pa3BepTriBanune

Hlar 1. Co3pars Qaitiabl kKoHpUrypanumn

onco-service (/opt/onco-service/docker-compose.yml):

‘yaml
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services:
db:
container_name: onco-service-db
image: postgres:15
restart: always
volumes:
- /opt/onco-service/db:/var/lib/postgresql/data
environment:
- POSTGRES_DB=${POSTGRES_DB}
- POSTGRES_USER=${POSTGRES_USER}
- POSTGRES_PASSWORD=${POSTGRES_PASSWORD}
ports:
- "35432:5432"
back:
image: docker.direct.farm/repository/onco-service:test
container_name: onco-service-back
restart: always
volumes:
- /opt/onco-service/krr_tor:/krr_tor
ports:
- "5000:5000"
depends_on:
- db
front:
image: docker.direct.farm/repository/onco-service-front:test
container_name: onco-service-front
restart: always
ports:
- "3000:4173"
depends_on:
- back

onco-service (/opt/onco-service/.env):

# Obwas BJL ana onco-service u dicom-markup
POSTGRES_DB=oncodb_shared

# Nonb3oBaTenb bJ
POSTGRES_USER=postgres

# MNaponb — OBA3ATE/IbHO 3AMEHWUTE!
POSTGRES_PASSWORD=3ameHWTe_Ha_CBOW_Mnaposb
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# URL API pna ¢poHTeHAa
VITE_APP_API_URL=https://Baw_pomeH/api
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dicom-markup (/opt/dicom-markup/docker-compose.yml):

yaml
services:
db:
container_name: dicom-markup-db
image: postgres:15
restart: always
volumes:
- /opt/dicom-markup/db:/var/lib/postgresql/data
environment:
- POSTGRES_DB=${POSTGRES_DB}
- POSTGRES_USER=${POSTGRES_USER}
- POSTGRES_PASSWORD=${POSTGRES_PASSWORD}
ports:
- "35433:5432"
back:
image: docker.direct.farm/repository/dicom-markup:test
container_name: dicom-markup-back
restart: always
ports:
- "5001:5000"
volumes:
- /opt/dicom-markup/uploads:/app/uploads
depends_on:
- db
front:
image: docker.direct.farm/repository/dicom-markup-front:test
container_name: dicom-markup-front
restart: always
ports:
- "3001:4173"
depends_on:
- back

dicom-markup (/opt/dicom-markup/.env):
bash

# Ta xe B, 4yTo M y onco-service



http://www.cortex.ooo/

Cortex

000 «KOPTEKC»

350000, r. KpacHoaap, ya. CeBepHas, 4. 324, 10 atax

POSTGRES_DB=oncodb_shared

# lMonb3oBaTenb bjl
POSTGRES_USER=postgres

# Naponb — OBA3ATEJ/IbBHO 3AMEHUTE!
POSTGRES_PASSWORD=3ameHWTe_Ha_CBOW_naposb
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research-registry (/opt/research-registry/docker-compose.yml):

yaml

services:
research-registry-db:

image: postgres:17.4-alpine

restart: always

container_name: research-registry-db

environment:
POSTGRES_USER: ${POSTGRES_USER}
POSTGRES_PASSWORD: ${POSTGRES_PASSWORD}
POSTGRES _DB: ${POSTGRES_DB}

ports:
- "5435:5432"

volumes:
- /opt/research-registry/postgresql/data:/var/lib/postgresql/data

networks:

research-registry

research-registry-service:
image: docker.direct.farm/repository/research-registry-service:develop
container_name: research-registry-service
restart: always
environment:

DEBUG=true

DEBUG_SQL=false
POSTGRES_HOST=research-registry-db
POSTGRES_PORT=5432
POSTGRES_USER=${POSTGRES_USER}
POSTGRES_PASSWORD=${POSTGRES_PASSWORD}
POSTGRES_DB=${POSTGRES_DB}
JWT_SECRET_KEY=${JWT_SECRET_KEY}
ACCESS_TOKEN_EXPIRED=36000
REFRESH_TOKEN_EXPIRED=72000
STORAGE_DICOM=/root/files/dicom
STORAGE_SVS=/root/files/svs
LOG_FILE_PATH=/root/logs/app.log

volumes:

/opt/research-registry/logs:/root/logs
/opt/research-registry/files:/root/files

ports:
- "5005:5000"
depends_on:

research-registry-db
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networks:
- research-registry
research-registry-front:
image: docker.direct.farm/repository/research-registry-front:develop
container_name: research-registry-front
restart: always
environment:
- VITE_API_URL=${VITE_API_URL}
ports:
- "4173:4173"
networks:
- research-registry
networks:
research-registry:

research-registry (/opt/research-registry/.env):

POSTGRES_USER=postgres
POSTGRES_PASSWORD=3ameHWTe_Ha_CBOW_Mnaposb
POSTGRES_DB=research_registry # OTpenbHas bl peecTpa uccnenoBaHui

# CreHepupoBaTb: openssl rand -hex 64
JWT_SECRET_KEY=3amMeHMUTe_Ha_CBOMN_CeKpeTHbIN_KJo4

# S S EEEEEEE

# URL API pna ¢poHTeHga — 3AMEHUTE HA CBOW

# Mttt -t
VITE_API_URL=http://Baw_IP:5005 # A 3ameHuTe Ha cBoW!

IIlar 2. ABTOpPHU30BaTHCHA B peecTpe 00pa3oB

docker login docker.direct.farm



http://www.cortex.ooo/

Cortex 000 «KOPTEKC»

350000, r. KpacHogap, yn. CeBepHas, 4. 324, 10 atax
WWW.cortex.00o

Ilar 3. 3arpy3uTs 00pa3bl U 3aNMYCTUTH

# 1. Onco Service
cd /opt/onco-service & & docker compose pull && docker compose up -d

# 2. DICOM Markup
cd /opt/dicom-markup && docker compose pull && docker compose up -d

# 3. Research Registry
cd /opt/research-registry && docker compose pull && docker compose up -d

Ilar 4. IIpoBepuTh OCTYNIHOCTH

curl -I http://localhost:3000
curl -TI http://localhost:5000
curl -TI http://localhost:3001
curl -TI http://localhost:5001

curl -I http://localhost:4173

curl -I http://localhost:5005

JlmarHocrtrka

B cjIydace HpO6HCM BBIIIOJIHUTB:

# 1. Onco Service Backend
docker logs onco-service-back --tail 50
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# 2. Onco Service Frontend
docker logs onco-service-front --tail 50

# 3. DICOM Markup Backend
docker logs dicom-markup-back --tail 50

# 4. Research Registry Service
docker logs research-registry-service --tail 50

# 1. PostgreSQL (Onco Service)
docker logs onco-service-db --tail 50

# 2. PostgreSQL (DICOM Markup)
docker logs dicom-markup-db --tail 50

# 3. PostgreSQL (Research Registry)
docker logs research-registry-db --tail 5@

docker ps

Hamunbos1ee yacTeie npodiemMbl:

. Hesepnblie yuérnsie nanasie CYB]] — npoBeputs .env ¢ailsibl Bo Bcex TpEX
cepBUCax

. Henoctynnocts peectpa 06pa3zoB — mpoBeputh docker login

. CORS-ommbku B Opay3epe — mpoBepuTh KoH(pUTypanuio Nginx

. basa naHHBIX He 3amycKaeTcsi — MPOBEPUTH MpaBa Ha Katayioru /opt/*/db

. bokenn He MmoxeT noaxmountbes kK b/l — ybenutses, uto POSTGRES_HOST

COBIIAZACT C UMEHEM KOHTelHepa b/l

Hactpoiika Nginx (ONIuoHaIbHO)

Jl;1st mocTyna mo JOMeHHOMY UMEHH JT00aBbTe KOH(MUTYPAIIHIO:
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server {
listen 443 ssl;
server_name Bal_JOMEeH;

# SSL-cepTudukaTbl — yKaxuTe CBOU MyTH
ssl certificate /etc/nginx/ssl/cert.crt;
ssl certificate_key /etc/nginx/ssl/private.key;

# MpokcupoBaHue ¢poHTeHAa (Onco Service)
location / {
proxy_pass http://Baw_IP:3000;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection 'upgrade’;
proxy_set_header Host $host;
proxy cache _bypass $http upgrade;

# MpokcupoBaHue API (Onco Service Backend)
location /api/ {
proxy_pass http://Baw_IP:5000/;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection 'upgrade’;
proxy_set_header Host $host;
proxy cache bypass $http upgrade;

server {
listen 80;
server_name Bal_JOMeH;
return 301 https://$host$request_uri;

WWwWWw.cortex.000

PesepBHOE KOMMpOBaHUE
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mkdir -p /backup

# 1. Jamn B Onco Service
docker exec onco-service-db pg dumpall -U postgres > /backup/dump_onco_$(date
+%Y%m%d) . sql

# 2. Jlamn BO DICOM Markup
docker exec dicom-markup-db pg_dumpall -U postgres > /backup/dump_dicom_$(date
+%Y%m%d) . sql

# 3. Jamn B[ Research Registry
docker exec research-registry-db pg dumpall -U postgres >
/backup/dump_registry $(date +%Y%m%d).sql

# 1. Oainbl Onco Service (kaTtanor krr_tor)
tar -czf /backup/onco_files_$(date +%Y%m%d).tar.gz -C /opt/onco-service/krr_tor .

# 2. Oainbl DICOM Markup (kaTanor uploads)

tar -czf /backup/dicom_uploads $(date +%Y%m%d).tar.gz -C /opt/dicom-markup/uploads

# 3. Oainbl Research Registry (Becb kaTanor)
tar -czf /backup/registry opt $(date +%Y%m%d).tar.gz -C /opt/research-registry .

ITpodunaktuka b1

HpI/I CHUXXCHUHN NTPOU3BOJAUTCIIbBHOCTU BBIITOJIHUTD:

# 1. Onco Service DB
docker exec onco-service-db psql -U postgres -d oncodb_shared -c "VACUUM ANALYZE;"

10
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# 2. DICOM Markup DB
docker exec dicom-markup-db psql -U postgres -d oncodb_shared -c "VACUUM ANALYZE;"

# 3. Research Registry DB
docker exec research-registry-db psql -U postgres -d research_registry -c "VACUUM

ANALYZE;"
[Ipumeuanus
. Bce maponu, IP 1 cekpeTHbIe KiTt0un B IpuMepax — 3ariymku. O0s3aTebHO
3aMEHUTE UX Ha COOCTBEHHBIC.
. Jlns renepanun HaaéxkHoro JWT-cekpera: openssl rand -hex 64
. Jns reneparuu naposts PostgreSQL: openssl rand -base64 16
. onco-service u dicom-markup ucroyib3yrot o0yt 6a3y ganabix oncodb shared.
Yoenureck, 4TO ApOIU B 000KX .€NV COBNAIAIOT.
. research-registry ncrnone3yer oTaeabpHy0 6a3y JaHHBIX research_registry.
. B npopakiH-cpene pekoMeH IyeTcsl HCIoib30BaTh always restart policy u

HaCTPOHUTb MOHHUTOPHUHI.
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